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Point of Contact/Phone Number:  
          

 

        

Control Environment 
Green Yellow Red N/A Comment 

1. Do you have the requisite supporting 
capabilities (i.e., workforce, infrastructure, 
and information systems) required to 
successfully meet your programmatic and 
functional objectives? 

        

  

2. Does your organization employ, or is it 
subject to, sufficient independent or non-
advocate assessments to ensure objectivity 
and outside perspective in the design, 
operation and measurement of 
programmatic and functional activities? 

        

  

3. Does your organization conduct periodic 
analyses of the knowledge, skills and 
abilities needed to accomplish your 
mission?   

        

  

4. Does your management foster and 
encourage an organizational culture that 
emphasizes the importance of integrity and 
ethical values? 

        

  

5. Do your employees possess the requisite 
skills and competencies required to 
successfully perform their duties? 

        

  

6. Do you establish clear performance 
plans and objectives for your employees, 
and do you measure, reward, and - where 
necessary - discipline employees based on 
those plans? 
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7. Does your organization have in place 
sufficient activities and controls to 
appropriately protect the public, the NASA 
workforce, and high-value equipment and 
property from potential harm as a result of 
NASA activities and operations? 

        

  

8. Does your organization assign duties 
and responsibilities such that no one 
individual can inappropriately control all 
aspects of an activity or event, and do you 
conduct checks to ensure that this is the 
case? 

        

  

9. Do you have reasonable assurance that 
employees within your organization 
receive required annual ethics training?         

  

10. Within your area of responsibility, do 
you have a recognized governance 
structure that enables the identification, 
assessment, reporting, and resolution of 
management related issues across 
organizational and functional boundaries?  
For example, are the processes for 
decision-making and appeals working as 
intended?   

        

  

11. Within your area of responsibility, do 
you have an established organizational 
structure with delegated, clearly defined, 
and documented areas of authority and 
responsibility?  Do you periodically 
evaluate that structure to make necessary 
changes in response to changing 
conditions? 

        

  

12. Do you clearly communicate to your 
employees the standards for acceptable 
behavior and the consequences for 
improper conduct? 

        

  

13. Are your programmatic activities 
aligned with the Agency’s strategic 
direction and/or are your functional 
activities aligned with the Agency’s 
programs? 
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14. Do you have clearly established goals, 
objectives, and/or mission success criteria 
for each of these programmatic and 
functional activities?  Are these goals, 
objectives, and/or criteria available in 
written form, and are they clearly 
communicated to employees? 

        

  

Risk Assessment         

  

15. Are you assessing the effectiveness and 
efficiency of your program/functional 
activities?  For example, do you regularly 
review actual performance against plan, 
including an examination of budgets, 
forecasts, and prior period results? 

        

  

16. Within your organization, do you have 
a method to comprehensively and 
continuously identify and prioritize internal 
and external risks to achieving your goals 
and objectives? 

        

  

17. Once risks are identified, do you have a 
process to analyze and manage each risk, 
including assessments of the likelihood, 
consequence and potential mitigating 
strategies associated with each risk?  

        

  

18. Do you incorporate information from 
external audits (e.g., GAO and OIG) and 
internal surveys, assessments and reviews 
into your program/functional reviews, risk 
assessments, management controls, and 
corrective actions on a timely basis? 

        

  

19. Is your organization in compliance 
with known external and internal statutes, 
regulations, policies, directives, and 
standards, and other similar requirements? 

        

  

20. Do risk identification and discussions 
occur in senior level management 
conferences? 
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Control Activities         
  

21. Do you prepare corrective action plans 
to ensure remediation of control 
weaknesses and deficiencies, and do you 
track the completion of such actions? 

        

  

22. Are all reviews/boards and similar 
review activities conducted by or within 
your organization well-defined and 
planned? 

        

  

23. Do you have approved budget 
execution plans or similar documents for 
programs and/or functional activities 
within your area of responsibility that 
clearly identify when, where and what 
resources are to be applied to each 
program/activity? 

        

  

24. Are funds released and applied in 
accordance with these budget execution 
and similar plans, as well as consistent 
with other existing guidance and 
constraints? 

        

  

25. Does your organization have a process 
to re-allocate resources across 
programmatic and functional activities to 
maintain an optimum alignment with 
Agency and organizational goals and 
objectives? 

        

  

26. Does your organization have an 
established process for performing 
inspection and acceptance of contractor 
deliverables prior to final payment? 

        

  

27. Does your organization employ 
sufficient controls to ensure physical 
control over vulnerable assets?  For 
example, do you have an established 
process for issuing, tracking, and 
recovering government furnished property 
and equipment, and does your organization 
periodically compare your physical assets 
with data recorded in inventory and 
financial systems, and examine any 
discrepancies? 
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28. Does your organization employ 
sufficient controls to ensure that all 
activities are performed by authorized 
personnel? For example, does your 
organization employ sufficient controls to 
limit access to sensitive information, 
including Personally Identifiable 
Information, where required? 

        

  

29. Does your organization effectively 
manage the workforce through a clear and 
coherent vision of the Agency's mission, 
goals, values, and strategies? 

        

  

30 Does your organization employs a 
variety of control activities suited to 
information processing systems to ensure 
accuracy and completeness? 

        

  

31. Does your organization have 
established performance measures and 
indicators, which are periodically reviewed 
for effectiveness? 

        

  

32. Do you document your risk assessment, 
monitoring/testing, and other internal 
control activities?  Is this documentation 
adequate to easily explain your internal 
control efforts to someone who is not 
connected with your procedures, and to 
support your certification of reasonable 
assurance? 

        

  

Information and Communication         

  

33. Does your organization have adequate 
mechanisms to enable the timely flow of 
contractor cost and schedule data to 
decision makers? 

        

  

34. Do you make it clear to your 
employees that there will be no reprisals 
for reporting adverse information, 
improper conduct, or circumvention of 
approved activities? 
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35. Do employees have a means of 
communicating information upstream 
within your organization, including 
through someone other than a direct 
supervisor? 

        

  

36. Does your organization have adequate 
mechanisms to enable the flow of 
information, down, across, and up the 
organization?  Is open communication 
evident, with all parties having an 
opportunity to be heard? 

        

  

37. If your organization is responsible for 
establishing policies, procedures, standards 
or other guidance for other organizations, 
are these policies, procedures and/or 
standards clearly written and adequately 
disseminated? 

        

  

38. If your organization is responsible for 
establishing policies, procedures, standards 
or other guidance for other organizations, 
do you have a process to determine if these 
policies, procedures and/or standards are 
accessible to all who need to know and are 
actually being followed? 

        

  

39. Does management ensure that effective 
external communications occur with 
customers, suppliers, contractors, 
consultants, and other groups that can 
provide significant input on quality and 
design of agency products and services? 

        

  

40. Does your organization make decisions 
with adequate technical analysis, guidance, 
and input?  

        

  

41. Do decision makers have access to all 
required data?         

  

42. Are program and/or other documents 
required by Agency and/or Center policy 
complete and in place?         
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Monitoring         
  

43. Does your organization conduct 
periodic analyses of the supporting 
infrastructure (facilities, information 
technology, etc.) needed to accomplish 
your mission?   

        

  

44. Does your organization have access to 
the infrastructure required to successfully 
accomplish your programmatic and 
functional responsibilities? 

        

  

45. Is your supporting infrastructure 
maintained at an appropriate level to 
ensure that required capabilities are 
available in a timely and safe manner when 
needed for use by programmatic and 
functional activities? 

        

  

46.Does your organization conduct 
ongoing monitoring and reporting that 
provide reasonable assurance that controls 
are working as intended?   

        

  

47. Do you use information obtained 
during program/functional reviews, risk 
assessments, and similar activities to 
identify internal control weaknesses and 
deficiencies? 

        

  


